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Cybersécurité et slreté de fonctionnement |NSA
18 et 19 octobre 2016 a Villeurbanne

Le Forum des mardi 18 et mercredi 19 octobre organisé par ISA-France en
coopération avec I'INSA de Lyon a connu un franc succes, regroupant plus de 80
participants, industriels, fournisseurs d’équipements et de services, enseignants et
chercheurs.

Les partenaires de la manifestation ont largement contribué a son succes par leur
soutien et par leur participation aux stands d’exposition et de démonstration.

Pour ceux qui n"auraient pas pu y participer, les actes sont a présent disponibles sous
forme numérique. Pour commander les dates du colloque, cliquer ICI

ANSYS o
Brian CURTIS : Président Elect de I'ISA

Nous avons le grand plaisir d’annoncer |'élection de notre ami Brian Curtis, de la section
Irlande, comme President Elect & secretary de I'ISA. Brian prendra ses responsabiltés de
Président de I'ISA a compter du 1° janvier 2018, au terme du mandat de Steven W Pflantz
qui lui méme succédera a la fin 2016 a James W. Keaveney.

Brian est bien connu et apprécié de la section francaise. Il a été a la téte du District 12 de
I'ISA de 2013 a 2014. Nous lui souhaitons beaucoup de réussite dans ses nouvelles fonctions.

Deux dates d’ateliers a noter : les 14 mars et 18 avril 2017 — 69 rue du Bac 75007 Paris

Le 18 avril 2017 de 17 ha 20 h
Un atelier sur « les plates-formes de stockage et de
Le 17 mars 2017 de 17h a 20h traitement de I'Internet industriel des objets ». L’loT fait
Un atelier sur « la cybersécurité et les systétmes de détection actuellement le buzz et beaucoup d’annonces n’ont qu’un
des intrusions ». La cybersécurité est au coeur des caratére promotionnel. Cependant, les réalités industrielles
préoccupations des industriels. sont |a et I'atelier du 14 mars permettra de comprendre en
quoi consiste les offres de plates-formes proposées par de
grands intervenants (General Electric, IBM, etc.) et quels
services elles apportent.



ISA FLASH N°62 — Décembre 2016 Bulletin d’information d’ISA-France

ISA-France présente a Cyber-Week de Rennes du 21 au 25 novembre 2016

L'ISA-France a participé activement a la Cyber-Week 2016 qui s'est tenue a Rennes du 21 au 25 novembre 2016.
En cliquant ICl vous pourrez retrouver les supports des trois conférences qui y ont été données :

W 271 AL

RENNES - FRANCE

Conférence C&esar2016 : Les risques de cyberattaques de I'loT en
milieu industriel : Saura-t-on s'en prémunir ? — Jean-Pierre Hauet —
Président ISA-France

Symposium SEE : La cybersécurité des réseaux électriques E U RO pEAN

intelligent - Evolution des normes et des modeles — Jean-Pierre

Hauet — Président ISA-France CYBER WEEI(

Symposium SEE : La cybersécurité des réseaux électriques

intelligent - Evolution des normes et des modeles — Patrice Bock -

Technical leader ISA-France =
AL UL ENCE '-___-' NE
CYB=R nd -
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ISA-95 : Trois nouvelles parties a venir

L'apport de I'informatique ne cesse de croitre dans les systémes industriels tandis que les applications se fragmentent pour
offrir des fonctions de plus en plus sophistiquées.

L'interopérabilité est un sujet central dont I'objectif est d’assurer la connectivité entre composants fonctionnels répartis dans
ces différentes applications dont ils participent aux interactions pour constituer le systeme industriel. Les industriels réalisent
de plus en plus I'importance fondamentale de I'interopérabilité. La norme ISA-95 comporte a présent six parties publiées, deux
en révision et trois en développement. Nous donnons ci-apres un apercu de ces trois chantiers, notant que I'ISA-Flash publiera
prochainement un article plus détaillé sur le contenu de I'ensemble de la norme qui fait I'objet d’un regain d’intérét lié a la
numeérisation accélérée qu’imposent les efforts de renouveau industriel.

Part 7: Alias Service Model

Dans la mesure ou les modéles de la norme ne proposent qu'un minimum d'attributs et de valeurs prédéfinies, de nombreux
concepts doivent étre réconciliés lors de I'édition et de la lecture des messages.

Cette partie de la norme propose une méthode pour l'alignement sémantique entre différentes applications, d'une fagon plus
simple que I'ISO 11179.

Part 8: Manufacturing Operations Management Information Exchange Profiles

Cette partie du standard constitue un guide pour la spécification, la validation et la documentation des interfaces basées sur
I'ISA-95.

Part 9: Common Operations Management Events

Cette partie de la norme définira des événements typiques des activités opérationnelles des systemes industriels. Cette
approche orientée processus sera intégrée dans la prochaine édition de la partie 2. Elle permet de dépasser les contraintes
d'expression d'un modele particulier pour construire des messages composites orienté métiers. Par exemple, I'événement
Resource defined traite les actions CRUD sur les objets Personnel class, Equipment class, Equipment, Physical asset class,
Material class, Material definition, Hierarchy scope.

Pour tout renseignement complémentaire : Jean Vieille - j.vieille@controlchaingroup.com
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Les suites de I'attaque contre les réseaux ukrainiens : une analyse basée sur I'ISA/IEC 62443

A la suite de la cyber-attaque menée le 23 décembre 2015 contre les réseaux de distribution électriques ukrainiens, attaque
dont nous avons rendu compte dans I'ISA-Flash N°60 d’avril 2016, une étude approfondie a été menée sous I'égide I'ISA-France,
avec la participation active de Sentryo, afin de déterminer quelle était la situation des réseaux ukrainiens au regard de la norme
IEC 62443 et si un respect plus stricte de cette norme aurait permis de faire face a I'attaque.

Cette étude sera publiée vers les mois de mars ou avril par I'ISA dans Intech. Nous en publions ici en avant-premiére les

résultats.

A forensic analysis of the cyber-attack on the Ukrainian power

grids based on ISA/IEC 62443

Patrice Bock, Sentryo & ISA-France Technical leader,

with the participation of Jean-Pierre Hauet, ISA-France President & ISA99
committee voting member, Romain Frangoise (Sentryo) and Robert Foley

Patrice Bock (a G) et Jean-Pierre Hauet (a D) ‘ - h

(MatrixGP)

Abstract

Three power distribution companies sustained a cyber-
attack in the West of Ukraine on December 23rd, 2015. As
forensic information is extensive from a technical point of
view, it is an opportunity to put ISA/IEC 62443-3-3 to a test
with a real-life example. Several sources were used for this
purpose that, overall, provide unusually detailed
information?.

In this article we:

e Review the kinematics of the attack using the available
reports and reasonable assumptions based on our
experience of cyber-attack scenarios and of typical OT
systems and vulnerabilities;

e Introduce a methodology for assessing the SL-A
achieved by one of the Ukrainian distributors
(corresponding to the best documented case);

e Apply this methodology, present and discuss the
estimated SL-A, review this SL-A per FR (Foundational
Requirement), and derive conclusions and takeaways;

e Evaluate the security level (SL-T)that should be
targeted to detect and prevent similar attacks.

Kinematics of the cyber-attack on the Ukrainian
power grids
Although the attack itself was triggered on Dec 23rd, 2015,

it was carefully planned: networks and systems were
compromised as early as eight months earlier.

Having in mind this time-frame is essential for a proper
understanding of the ways and means that should be used
to detect, and eventually prevent, a similar attack.

Our analysis of the cyber-attack is three-fold:

1. Initial intrusion on the IT network using spear-phishing;

2. Intelligence gathering on the IT and OT networks and
systems using the flexible BlackEnergy malware:
network scans, hopping from one system to another
one, identification of device vulnerabilities, design of
the attack and installation of further malware and
backdoors;

3. Attack itself that lasted 10 mn on Dec 23rd.

Detailed step-by-step activity is provided below.

Step 1: Malware in the mail!

Spring 2015: a variant of the BlackEnergy malware is
triggered as an employee of Prykarpattya Oblenergo opens
the Excel attachment of an email. Blackenergy is a malware
“suite” that hit the news two years ago as it was used
extensively to infiltrate energy utilities. Its aim was to
gather intelligence? about the infrastructure and networks
and to help preparing future cyber-attacks.

The diagram of figure 1 is a simplified view of the networks
(Internet, IT, OT) architectures and will be used to depict
each step of the cyber-attack.

1 Sources include SANS report, EEnews 4-part analysis, previous ISA-France analysis (ISA-Flash 60), F-secure paper on BlackEnergy,

2 About BlackEnergy, see http://money.cnn.com/2014/11/18/technology/security/energy-grid-hack/
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Figure 1 : Simplified diagram of the control system architecture.

In this figure, the hacker is shown as the “black hat guy” on
the top right-hand side and will use the utility’s IT
connection to the Internet as the channel to prepare and,
eventually, trigger the cyber-attack.

We can see that the company had proper firewalls setup,
one between the IT and the Internet and the second
between the IT and OT (industrial) network. The OT
network comprised at least a DMS (Distribution
Management System) SCADA with servers and
workstations and a set of gateways used to send orders
from the DMS to remote RTUs that controlled the breakers
and other equipment in the electrical sub-stations.
Additional devices probably were connected to the
network too (engineering workstations, historian servers...)
but are not part of the SANS report nor are they relevant
for the attack kinematics.

At this step, the hacker managed to compromise
one office laptop thanks to the BlackEnergy email
attachment. This is difficult to prevent as long as
people are opening attachments of legitimate-
looking emails...

Step 2: Attack preparation, network scans and APT

Summer 2015: During several months the BlackEnergy
malware was remotely controlled to collect data, hop from
one host to another one, detect vulnerabilities, and even
make its way onto the OT network and perform similar
“reconnaissance” activities.

Forensic data analysis about this phase is incomplete, as
the hacker did some cleaning and wiped out several disks
during the actual attack. Nevertheless, prior analysis of
BlackEnergy, as well as reasonable considerations about
the standard process used for cyber-attacks, makes the
following reconstitution probable with reasonable
confidence

As displayed in figure 2, during Step 2, a large amount of
network activity took place as the remote-controlled
malware scanned the IT network, detected an open
connection from an IT system to an OT supervision
platform, performed OT network scans, collected OT
components information, and eventually installed ready-
to-trigger malware components both on IT and OT
systems.

This phase lasted weeks, maybe months, and allowed for a
custom exploit® development. Actually, this effort was
somewhat limited as the only original piece of malware-
code developed was the one needed to cancel-out the
gateways as part of Step 3. And this really wasn’t a
significant “effort”, as gateways have for a long time been
pointed* out as being vulnerable devices.

Step 3: Triggering of the cyber-attack on Dec 23rd, 2015

Two days before Xmas, in the afternoon as stated by an
operator, the mouse moved on the HMI and started
switching off breakers remotely.

As the local operator attempted to regain control of the
supervision interface, he was logged off and couldn’t login
again because the password had been changed (figure3).

3 An “exploit” is a bit of software designed and developed to exploit a specific vulnerability. It is embedded as a payload on malware which is

configured to deliver the payload for execution on a target.

4 See https://www.amazon.fr/Cybersecurite-installations-industrielles-Fourastier-Cambacedes/dp/2364931681 (Chapter 12 is dedicated to

security devices and addresses the issue of gateways), or (http://www.digitalbond.com/blog/2015/10/30/basecamp-for-serial-converters ) -

Both published before the Ukrainian cyberattack.
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Figure 2 : Step 2 of the attack.
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Figure 4 : Step 3 of the attack (2).

The whole attack only lasted for a couple of minutes as the
hacker used the pre-installed malware to remotely take
control of the HMI and switch off most of the switchgears of
the grids. Additional malware, in particular the custom-
developed exploit, were used to prevent the operator from
regaining control of the network by wiping out many disks
(using KillDisk) and overwriting the Ethernet-to-serial

gateway firmware with random code thus turning the
devices into unrecoverable pieces of scrap.

Additional “bonus” activities included performing a DDoS
attack on the call center, preventing customers from
contacting the distributor and switching off the UPS to shut
down the power on the control center itself (figure 4).
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This step was obviously aimed at switching off the power
for hundreds of thousands of West Ukrainians subscribers
connected to the grid but, actually, most of the effort was
spent making sure that the power wouldn’t be switched
on again: all specific malwares were developed with that
objective. Once triggered, the only way for the operator to
prevent that issue was to stop the attack as it was
performed.

But the attack was too fast to allow any reaction: indeed,
in a critical infrastructure environment, operator actions
may lead to safety issues.

Takeaways

Therefore only predefined actions are allowed and
operators have to follow guidelines for taking any action.
In the event of an unforecasted operational situation,
they are not trained to make decisions on the spot. This
was exactly the case in the Ukrainian case where
“obvious” actions could have stopped the attack (like
pulling the cable connecting the OT to the IT network)
but untrained operators cannot be expected to take such
disruptive steps on their own initiative in a stressful
situation where mistakes are quite possible.

In retrospect, once we know all the details about a cyber-attack, it looks easy to detect, given the
levels of activity taking place on numerous systems and quite significant network activities.

But it is actually a challenge to figure out exactly what is happening on a network... especially if you
do not have a clue about what the “normal” network activity is. Once connections to both the Internet
and to the OT network are allowed, detecting signs of cyber-attacks is a challenge because of the
volume of traffic taking place. Continuous monitoring is needed with the capability to identify the few
suspect packets in the midst of all of the “good” packets. Multiple proof of concepts of such detection
using correlated IT and OT detection have been performed and will be presented at several

conferences in late 2016° and early 2017.

Yet other means exist, and using IEC 62443-3-3 to scrutinize the Ukrainian distributor security helps to
identify all the controls that were missing and that could have prevented the cyber-attack

Methodology used to estimate the SL-A

The ISA/IEC 62443-3-3 lists 51 system requirements (SR)
structured in seven Foundational Requirements (FR). Each
SR may be reinforced by one or more requirement
enhancements (RE) that are selected based on the
targeted security levels (SL).

Evaluating the SL-A can therefore be performed:

® for each SR, checking whether the basic requirement
and possible enhancements are met ;

® for each FR, the SL-A being the maximum level
achieved on all SRs ;

® the overall SL-A evaluation being the maximum level
achieved on all FRs.

Table 1 summarizes the result of the evaluation on an FR
that has few SRs for the sake of illustration. It is directly
extracted from the 62443-3-3 appendix that summarizes
the requirements.

For each requirement (basic or RE) we have identified
three possible cases:

e the available information about Prykarpattya
Oblenergo is sufficient to consider the requirement as

met:J

e the available information is enough to figure out that

the requirement is missed: K
e it is not possible to evaluate whether the requirement

is met:

The table 1 is the actual evaluation of the FR 5 for the
case at hand (Ukraine) leading to an SL-A of 2 which
means that Network Segmentation (“Restrict Data
Flow”) was implemented at least for the basic
requirements and for a few requirement
enhancements.

> GovWare 2016@Singapore, Exera Cybersecurity days 2016 @Paris, SEE Cybersecurity week 2016 @Rennes
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SRs and REs SL1 SL2 SL3 SL 4 m
FR 5 - Restricted data flow (RDF)
SR 5.1 - Network segmentation , v v Vv
RE (1) Physical network segmentation J v v
RE (2) Independence from non-control system / v
networks
RE (3) Logical and physical isolation of critical
networks
SR 5.2 - Zone boundary protection J v v v
RE (1) Deny by default, allow by exception v v
RE (2) Island mode x v
RE (3) Fail close v
SR 5.3 - General purpose person-to-person J
communication restrictions v v v
RE (1) Prohibit all general purpose person-to- v
person communications
SR 5.4 - Application partitioning v v v
SL1ok SL2ok SL3Nok  SL-A(FR5)=2
(potentially) (potentially)

Table 1 : Result of the evaluation of the SL-A as for FR5.

Application to the Ukrainian case

This analysis was performed on all SRs and two situations
were identified:

e the SR may not be applicable (e.g. requirements about
wireless communication in the absence of such media) ;

e we may not have direct evidence that the SR is met or

missed but deduction based on typical similar
installations and other inputs allow a reasonable
speculation that the requirement was met or missed.
For instance, backup can be considered as missing as
disks could not be restored several weeks after the
attack. Considering SR5.2 RE(1), it is reasonable to
consider that the SSH connection through the firewall
was an exception and that all the other traffic was denied
as the hacker would not have gone through the burden
of capturing the password if more direct ways to reach
the OT network existed.

Out of the 51 SRs, four were deemed “not applicable” (1.6,
1.8, 1.9 and 2.2) and 25 could not be determined (“?”). This
is a large quantity meaning that only half of the SR could
actually be evaluated. This actually is in favor of a higher SL-
A as only evaluated SRs are taken into account and as, by
default, we consider that the SR is potentially met.

Another decision was made in terms of data presentation:
Instead of presenting the information with one
requirement(basic and RE) per line, as in the table above, we
decided to have one line per SR and list the increasing RE on
the various columns.

Table 2 illustrates the same FR5 evaluation using this mode
of presentation.

Eventually, a more synthetic view was used without the RE
text in order to present the overall picture for all FRs that
would span several pages otherwise.

The overall estimated SLs are regrouped in table 3.

The results depicted in table 3 are rather bad.
Furthermore, half of the requirements could not be
evaluated and, therefore, this view is probably optimistic.

FR5 (Data Flow Restriction): mainly due to the IT-IACS
firewall and strict flow control. To comply with this
requirement means that traffic between zones, on the

OT network, should be filtered. The Ukrainian attack

example demonstrates that this requirement could be

discussed:

0 Complying with SR 5.2 does not require to define
zones: as in the Ukrainian case, all OT systems could
interact  which each other. Note  that
recommendations about zone definitions are
available in IEC 62443-3-2, that should be used before
applying -3-3.

0 The requirement about traffic filtering between zones
is set for SL=1, the ROl is questionable as the cost and
risk of traffic filtering are high, and the effectiveness is
guestionable, as demonstrated by the Ukrainian case.
It may make more sense to require detection as soon
as SL-T = 1 is targeted, and require active
filtering/preventing for higher SLs.
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e FR6 (Timely Response to Events: The very existence of
detailed forensic information is the result of minimal
logging being in place.

AuuILc
FE.x/ d?| SL1 -
logically segment control system
networks from non-control system
Y  networks and logically segment critical
control system networks from other
control system [...]

monitor and control communications at Deny by default, allow

FRtitle |-/S~ sL2

SRtitle |-

5- Restricted data 5. Network
RDF flow 1 segmentation

Physical network
segmentation

5- Restricted data 5. Zone boundary

Y
RDF flow 2 protection zone boundaries by exception
revent general purpose person-to- )
. person-to-person P 8 purp p .
5- Restricted data 5. L person messages from being received
communication Y
RDF flow 3 L from users or systems external to the
restrictions
control system
support partitioning of data, applications :
5- Restricted data 5. Application PP p e . ‘pp
L. Y  and services based on criticality to =SL1
RDF flow 4 partitioning L . . .
facilitate implementing a zoning model
Table 2 : Estimation of the SL-A (FR5)
5t - | FRtitle -/ S~-| SR title = st -] sL2

Human user identification and
authentication
Identification
1- and
IAC authentication

control 1.1(Authenticator feedback

1.1 .
3 Access via untrusted networks

2.1 Authorization enforcement

2.4 Mobile code

2-

ue 2.6 Remote session termination

Use control
2.8 Auditable events
2.9 Audit storage capacity
21 Timestamps
3-SI System integrity 3.2 Malicious code protection

Bt

©

Protection of audit information

4- Data

4.1 Information confidentialit
DC  confidentiality v

5.1 Network segmentation

5- Restricted data

5.2 Zone bounda rotection
RDF flow W
person-to-person

communication restrictions

53
5.4 Application partitioning

6- Timely response a

-1 Audit log accessibilit
TRE to events E v

Continuous monitoring

7.3 Control system backup
7- Resource Control system recovery and
RA  availability reconstitution

7.5 Emergency power

7.7 Least functionality

Table 3: Overall estimation of the seven FRs.

—
—

One can find in table 4 a detailed analysis for some of
the most significant SRs.

|- ] SL3 (-] SL4 -]
Logical and
Independence from g .. .
physical isolation
non-control system .
of critical
networks
networks

Island mode
Fail close

I

Prohibit all general

purpose person-to- =513
person communications
=SL1 =SL1

. |EvalSR

FR1:0

FR3:0

FR4:0

FR5:2

FR6: 1




ISA FLASH N°62 — Décembre 2016

Bulletin d’information d’ISA-France

1.13: There was no restriction for access from a non-
trusted network which was demonstrated by the fact
that, once the hacker had the SSH access password,
(s)he could connect to the OT network without
further credentials, local validation, etc.

2.4: Mobile Code - The actual transfer of malware to
several systems on the OT network demonstrated
that there was no control of files transiting on the
network.

2.6: During the attack the OT operator had no

straightforward way to terminate the remote
connection which is a SL-2 RE.
3.2: No malicious code protection - This is

unfortunately most often the case in OT. Although it
is not possible to install anti-malware software on all
OT equipment, the total absence of such software
paves the way for cyber-attacks allowing the hacker
to publicly available exploits instead of having to
develop custom ones.

5: Overall FR5 SL is 2 which is fine. But this is a very
effective demonstration that a firewall is not enough to
ensure the security. Indeed, as other controls
(authentication, detection, local control) were missing,
the single exception in the firewall rules could be used
without being detected nor prevented by the hacker.
6.2: The overall lack of network monitoring, both on the
IT and OT networks, allowed the hacker to scan the
network and identify vulnerabilities for days or even
weeks.

Note: This SR is set only for SL=2 or higher. It is strange
that this requirement, much more effective than SR 5.2
(see discussion above), is only required starting at SL=2
when filtering already is required for SL=1.

7.4: Disks were erased during the final step of the
attack: The standard OS systems could have been
restored with an adequate backup policy, except for the
gateways where firmware, once overwritten, were
unrecoverable

Table 4: Specific analysis for some the most significant SRs and related comments.

Takeaways

At first, looking at the reports about the various Ukrainian operator security controls, it looked like
they had paid significant attention to cybersecurity issues. Indeed:

) non-obvious passwords were used

. a firewall with strict data flow restriction was in place

. significant logging was performed

But, as demonstrated in the SL-A evaluation, most FR security levels were null because at least one
of the SRs was not addressed at all. There is no point in setting up advanced security controls
when some basic ones are missing. The weakest link is driving the overall security effectiveness
down. The fact that advanced security controls are useless if other basic security controls are
missing is best illustrated by the configuration of the firewall with a single SSH link requiring a non-
obvious password authentication. This is typically a painful operational constraint as allowing
direct RDP access for several systems, or VNC connections, would have been easier to use.

Unfortunately, these additional constraints did not lead to increased security as:

° The lack of IT network supervision did allow extensive network scans, vulnerability

searches, and discovery of the allowed SSH link.

° The lack of strong authentication (two-factor) or local (OT) approval of remote connections
made it possible to frequently connect from the IT to the OT network without detection over

several months.

. The lack of OT network intrusion detection allowing extensive OT network scans,
vulnerability detection, and mobile code (malware, exploits) transfer restrictions.

When deploying security controls, it is essential to apply requirements in a consistent way across
all aspects of security: detection, prevention, reaction and it is best to use a well designed
standard such as IEC 62443-3-3. Do not aim for SL-T =2 or 3 on some FRs if the SL-A is still zero on

other FRs as this would likely be useless.
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Which SL would have been required to
prevent the attack?

Looking at the issues listed previously, it appears that
raising the SL-A to level 2 would have allowed the
detection of the activity during step 2 thus preventing the
cyber-attack as plenty of time was available for the post-
detection reaction. Additional controls, such as
strong/local authentication, anti-malware and SL 2
requirements would actually have prevented the specific
attack cinematics.

The fact that setting the SL-T at level 2 would have been
enough to detect and prevent the attack with several
layers of defense may sound surprising to the reader as
this was (quite certainly) a state-sponsored cyber-attack
which prevention normally calls for SL-T = 3 or even 4.

Actually, it is likely that the hacker could have matched SL-
A = 2 by developing more advanced exploits and using
attack vectors other than the Internet such as mobile
media or mobile equipment introduced by rogue
employees or third-parties. Nevertheless, those additional
steps are more complex and expensive and, as it was not
needed, less advanced means were used.

demonstrated by the example at hand.

To summarize the takeaways of this cyber-attack using the IEC 62443-3-3 guidance:

As a mandatory first step, power distribution utilities should aim for SL-T=2, ensuring at least
minimal requirements about detection (SR 6.2).

But, in order to have several layers of defense, prevention, detection, and time for reactions
anticipating the most sophisticated attacks, best aim for SL-T=3.

In any case, it is essential to setup security controls in a consistent way to ensure that all FR have
achieved the same SL-A before aiming for a higher SL-T, as elsewise the efforts are useless, as

Sommaire Evénements

Le programme de formation ISA-France 2017

Standards il

Technologie 0 0

Le programme de formation ISA-France évolue. Le programme 2017 vous propose notamment :

- Une extension a deux jours de la formation JPH3 sur la cybersécurité de systemes
industriels et I'lEC 62443 afin de mieux étaler un programme considéré comme chargé, de
le compléter par des exercices sur des cas d’usage et d’introduire la problématique de la

cybersécurité des réseaux connectés ;

L'introduction dans les programme JPH3 et JPH4 (radiocommunications et Internet
industriel des objets) de développements plus importants sur les nouveaux réseaux longue
distance et faible consommation : Sigfox, LoRa, Ingénu, EC-GSM-loT, NB-loT, eIMC, etc.

Une refonte des formations relative a l'intégration et I'interopérabilité (ISA-88, ISA-95 et
B2MML). En effet, I'interopérabilité est devenue un sujet central pour les industriels dont
I'objectif est d’assurer la connectivité entre composants fonctionnels répartis dans ces
différentes applications. Les formations JVI1 a JVI7 permettent de mieux en comprendre les
enjeux et de se familiariser avec les approches a suivre pour y parvenir.
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Code

JVi4

JVI6

BRI3

Désignation

Les solutions nouvelles de
radiocommunication dans l'industrie - L'IEC
62734 (ISA-100) - Deux jours

La norme ISA/IEC 62443 (ISA-99) et la
cybersécurité des systémes de contréle - Un

jour

L’Internet industriel des objets - Les futures
architectures de systémes d’automatisme et de

contréle

ISA-88 : Conception fonctionnelle des
automatismes des systémes cyber-physiques
de I'Industrie 4.0- Un jour

ISA-95 : Conception fonctionnelle et
interopérabilité MES/MOM - un jour

B2MML : Spécification des Interfaces XML entre
applications informatiques Industrielles - Un

jour

Intelligence et performance des systémes

Industriels
- Un jour

Transformation digitale des systémes

industriels - Un jour

ISA-18.2 - Gestion d’alarmes : un outil efficace
au service de I'opérateur - Un jour

ISA-84 - Siireté de fonctionnement avec les
normes IEC 61508 et IEC 61511- Deux jours

Modélisations et calculs de fiabilité pour IEC
61508/IEC 61511/S84- Un jour

IEC 61508 - Théorie et pratique de la maitrise
des systémes techniques - Trois jours

Calendrier 2017

Lieu

Date
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Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

Rueil-Malmaison
KB Intelligence
10, rue Lionel TERRAY

7 et 8 mars 2017

15 et 16 mai 2017

3 et 4 octobre 2017

5 et 6 décembre 2017

2 et 3 mars 2017

24 et 25 mai 2017

5 et 6 octobre 2017

7 et 8 décembre 2017

13 et 14 mars 2017

22 et 23 mai 2017

9 et 10 octobre 2017

10 et 11 décembre 2017

13 février 2017

24 avril 2017

11 septembre 2017
13 novembre 2017

14 février 2017

24 avril 2017

12 septembre 2017
14 novembre 2017

15 février 2017

26 avril 2017

13 septembre 2017
15 novembre 2017

16 février 2017

27 avril 2017

13 septembre 2017
15 novembre 2017

17 février 2017

28 avril 2017

15 septembre 2017
17 novembre 2017

20 février 2017

02 mai 2017

18 septembre 2017
20 novembre 2017

21 et 22 février 2017

3 et 4 mai 2017

19 et 20 septembre 2017
21 et 22 novembre 2017

23 février 2017

05 mai 2017

21 septembre 2017
23 novembre 2017

27 février au 1er mars 2017
17 au 19 mai 2017

11 au 13 octobre 2017

27 au 29 novembre 2017
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ISA-France est reconnue comme un organisme indépendant et qualifié de formation des ingénieurs et techniciens du monde de
I'automation dans les pays francophones d'Europe ou du Maghreb (Enregistrement aupres de la préfecture d'lle de France sous
le N° 11754084175). Ses programmes, congus sur la base des standards ISA, couvrent les problémes d'actualité du secteur de
I'automation : wireless, cyber-sécurité, conception et sécurité fonctionnelles, intégration, instrumentation et mesure,
normalisation.

Il est également possible d'accéder aux cours dispensés par I'ISA (USA) selon les modalités décrites sur le site www.isa.org ou
d'organiser des sessions de formation intra-entreprises (Pendre contact avec ISA-France sur contact@isa-france.org ou au +33
(0)1 41 29 05 09).

Pour tout renseignement sur les stages ISA-France

> Tel:+33 (0)1 4129 0509

> Fax:+33 (0)146 52 51 93

> contact@isa-france.org

> Télécharger un bulletin d'inscription (& retourner par fax ou par courrier électronique)
au format PDF & au format Word &

Informations et bulletins d’adhésion sur www.isa-france.org et www.isa.org
Pour toute demande de renseignements : Tel +33 1 41 29 05 09 ou contact@isa-france.org
Direction de la publication : Jean-Pierre Hauet — ISA-France — Siege social : 17 rue Hamelin — 75016 Paris
Adresse postale : Chez KB Intelligence - 10 rue Lionel Terray 92500 Rueil-Malmaison
Tel : 33 1 41 29 05 09 — contact@isa-france.org

Linked [}

Rejoignez-nous sur
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